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Introduction

Asecure maritime environment is vital to India’s national security, the secu-
rity of the South Asia region and, increasingly, to global economic stability.

Powerful evidence for this, which is both timely and pointed, is the Global Undersea
Communications Cable Infrastructure (GUCCI), connecting India to the rest of the 10
world via cyberspace. This often overlooked critical international infrastructure under-
pins the internet, is responsible for financial transactions of the order of $10 trillion
daily, and is tightly intertwined with India’s ability to emerge as one of the world’s few
cyber superpowers. Private and public sector stakeholders are currently examining a
critical aspect of India’s role relating to the resilience of GUCCI: the timely repair of 15
damaged cables. Specifically, focused efforts are underway to improve Indian processes
for according approval to specialised cable repair ships to enter established maritime
zones in order to perform cable repairs.1 The goal is to ensure that India’s process
execution speed is within range of best-in-class standards. The important interests that
must be addressed in this process encompass five distinct areas across a broad spectrum 20
of concerns: national security; immigration; customs; economics; and safety and envi-
ronmental concerns. The implementation of newly formulated and proven international
best practices is crucial for effectively addressing each of these concerns. Because of
India’s critical role in the continued operation of multi-national software-based com-
panies, outsourcing services and other aspects of the world’s economy, it is imperative 25
that India succeeds in this mission.

The importance of undersea cables to India’s economy and security
In December 2008, multiple accidental cable cuts in the Mediterranean Sea and the
Persian Gulf resulted in a widespread loss of internet connectivity throughout the
Middle East and South Asia.2 India lost 50 to 60 per cent of online connectivity while 30
Egypt lost 70 per cent. In Pakistan, 12 million people were knocked offline suddenly
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and in Saudi Arabia, 4.7 million were unable to connect to the internet. The impact
was immediate and felt globally, as alternative routes were now required to handle
extra traffic. As with other catastrophic infrastructure failures, it is difficult to capture
the massive economic cost of such events, but it is quite clear that the costs are directly 35
proportional to the event’s duration.

Many consumers, businesses and governments incorrectly assume that their inter-
national communications are carried via satellite links.3 As such, they may have a
misplaced and false sense of security and may not appreciate the critical dependence
on undersea communications cables. The fact that our global digital connectivity rests 40
upon the reliability of fibre optic cables stretching across the bottom of the Atlantic,
Pacific and Indian Oceans should be—but probably is not—widely considered in
business planning, national security strategy and maritime policy.

The undersea cables landing in India and transiting its Territorial Sea (TS),
Contiguous Zone (CZ), Continental Shelf (CS), and Exclusive Economic Zone (EEZ) 45
carry 99 per cent of transcontinental financial transactions and data between India and
other parts of the world.4 All of India’s major internet and telecommunications service
providers are connected to the world primarily through undersea cable systems. The
GUCCI interfaces to India comprise 13 different undersea cables landing in Chennai
on the east coast (TIISCS, I2I, SMW4), Mumbai (SMW3, SMW4, EIG, IMEWE, 50
SEACOM, Flag-Falcon, FLAG-FEA, GBI) and Cochin (SAFE, SMW3) on the west
coast. Four new cables have been laid in the last two years (see Figure 1).

The stability of international information flows depends on the safety and secu-
rity of these cables. The growing private sector bandwidth demand coupled with the
concentration of undersea cables will increasingly affect the business continuity of 55
multi-national corporations. This dependency will only increase in the years to come.
Cable cuts are especially problematic for India’s booming outsourcing industry since
it is, like the financial sector, entirely dependent on uninterrupted connectivity to its

Figure 1. India’s undersea cables and maritime zones.

Note: The authors recognise TE SubCom for the map. Marine boundaries provided by Global GIS
Data Services, LLC 2011.



Strategic Analysis 377

principal customers overseas. Disruptions usually occur due to the accidental contact of
cables with ship anchors or fishing gear, and due to natural disasters such as underwater 60
earthquakes.

Ensuring the reliability and resilience of undersea cables
While undersea cable routes are designed to mitigate risks and avoid cable breaks,
it is not possible to completely eliminate this risk over the designed life of the sys-
tem. Cable breaks are inevitable. Telecommunications companies have planned for 65
these events by technical innovations such as ring and mesh networks, installing mul-
tiple interconnected cables and purchasing spare bandwidth on diverse cables used to
restore network traffic. In addition, the cable owners and ship providers have developed
a worldwide cable maintenance infrastructure and have implemented practices that rely
on specialised ships and trained and qualified crew and joiners, as well as the provi- 70
sioning of system spares in depots around the globe. Cable owners typically enter into
a maintenance agreement that provides for these specialised cable ships to be stationed
at strategic locations and they are dedicated to the repair of cables described in the
agreement. As such, cable ship services are efficiently shared by many cable systems
in a given geographic region. 75

When a fault occurs, traffic is normally restored by rerouting it to the spare capac-
ity on another cable. Sometimes this is virtually instantaneous and sometimes it takes
hours or even days. In this state, the networks are at greater risk of outages since the
spare bandwidth is greatly reduced. If another path is not available, the affected coun-
tries suffer an immediate loss of bandwidth or connectivity. Timely repairs to undersea 80
cables are critical so that full capacity can be restored to the networks to avoid fur-
ther degradation and service interruptions in the event of a second fault. Network
outages can have a major impact on the affected country’s economy and reputation.
Significantly, every international cable acts as a restoration path for other cables, so
when one cable is out, the resilience of other cables is indirectly impacted. Because of 85
this, the rapid repair of international cables is in everyone’s interest.

Logistically, the repair vessel can load spare cable and get underway quickly to
the repair site. Practices have been refined to the point where the mobilisation, transit,
cable recovery, repair and return to port can usually be completed within two weeks.
However, the lengthy and complex permission and approval process for vessels to oper- 90
ate in the maritime zones of some countries often extends the repair time by weeks or
even months. During this time, the coastal state’s international communication link is
degraded and is at risk of further degradation or complete loss in the event of additional
cable faults. This risk can and must be mitigated by streamlining and shortening the
permission process in these countries. 95

The United Nations Convention on the Law of the Sea (UNCLOS), to which India
is a party, specifically outlines the duties and responsibilities of states with respect to
the protection of this crucial fabric of the global digital economy. Among other things,
it recommends that coastal states impose criminal and civil penalties for intentional
or negligent injury to cables (UNCLOS Article 113). It also provides for the freedom 100
to lay, maintain and repair cables outside of a nation’s 12 nautical mile territorial sea
(UNCLOS Article 58) and, more importantly, it grants a special status to cable repair
ships laying and repairing cables (UNCLOS Article 58). India’s Maritime Zone Act of
1976 is consistent with the UNCLOS 1982 regarding special freedoms for the laying
and maintenance of submarine cables. It is recognised that the need to rapidly repair 105
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undersea cables must be balanced with the national security and other interests of India.
We believe that not only is this possible, but it will strengthen India’s overall security
and economy.

India’s maritime security interests
India’s maritime security interests are often cited as one of the principal reasons for 110
the lengthy review process for granting of permits for cable repair vessels.5 The need
is understandable; the Indian navy has to operate in both an increasingly important and
an economically volatile environment. The growing regional tensions, in addition to
India’s rapid expansion of its own naval forces, are bound to increase volatility in the
Indian Ocean in the decades to come.6 115

The important interests that must be addressed in this process include national secu-
rity, immigration, customs, economics, and safety and environmental concerns. India’s
national security focus is primarily on terrorism within India’s maritime zones. For
example, the terrorist attacks on Mumbai in 2008 originated from the sea, with the ter-
rorists, who were members of the Lashkar-e-Taiba and the Students Islamic Movement 120
of India, embarking from Pakistan, landing in Mumbai and attacking multiple targets
all over the city. In this aspect, identification of vessels remains a primary concern.
Secondly, immigration is an increasing concern for Indian authorities, primarily due
to the large influx of illegal immigrants, especially from Bangladesh. As a conse-
quence, India has put in place stricter immigration laws which are affecting crews on 125
ships entering India’s TS. Thirdly, because of the increase in seaborne narco-trafficking
from Myanmar and Thailand, most of which takes place via sea, customs checks have
become an important activity. India and its maritime zones are a major transit point for
this drugs trade. Fourthly, India has seen a substantial increase in sea traffic in its mar-
itime zones due to its astounding economic growth rate over the last decade. Fifthly, 130
India is largely concerned about vessel collisions and oil-related disasters, which could
wreak havoc on the ecology in the maritime environment.

Some of these interests are outlined in India’s Maritime Military Strategy docu-
ment of 2007 promulgated by India’s Integrated Headquarters of Ministry of Defence
(navy).7 At its core, the document emphasises the crucial importance of protecting the 135
sea lines of communication passing through the Indian Ocean for India’s economic
growth. The Indian Ocean accounts for the transportation of the highest tonnage of
goods worldwide, with approximately 100,000 ships crossing it annually, carrying one-
third of bulk cargo traffic, half of the world’s container shipments and two-thirds of the
world’s oil shipments. 140

India’s maritime strategy identifies five key energy sea lanes and choke points,
and ‘choking any of them would cause disruption of seaborne trade, and uncontrolled
volatility in oil and commodity prices, leading to upheaval in the global economy’.
The document, however, does not mention the importance of undersea cables. Two
of the five zones—the Suez Canal–Red Sea–Mandab Strait passage and the Strait of 145
Malacca—are also crucial cable choke points where undersea cables converge and
where, if they were cut, outages could have severe consequences.8

One of India’s underlying security concerns that encompasses the five interests
cited above, especially from a security point of view, is the identification of ships
entering India’s maritime zones, specifically the TS. The maritime strategy cautions 150
that, ‘identification at sea will continue to be the biggest hurdle’. India is working
on various new ‘foolproof methods, and cooperation with neighbours, use of human
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intelligence, and technical intelligence and collation of inputs by units at sea will have
to be merged to obtain an accurate picture of the maritime domain’.

The required vessel permits and inspections are intended to ensure the security of 155
the coastal state, the safety of offshore assets such as oil platforms and other vessels,
and the protection of the environment. The vessel and crew are also required to comply
with the coastal state’s immigration and customs laws.

While there is no argument regarding the needs and rights of the coastal state to
require certain permits and inspections for repairs within its TS, we believe that it is 160
possible to streamline and shorten the permit approval process without jeopardising
national security, safety and environmental concerns. In the further-from-shore EEZ,
where the security risk is lower, a simple vessel notification process for conducting
submarine cable repairs appears to comply with India’s Maritime Zone Act. In fact, a
process improvement may often strengthen security, while also allowing the undersea 165
cable infrastructure to be repaired in a timely manner. Since the undersea cables are
also critical to the coastal state economy and security, a balance must be struck.

This initiative is summarised in ROGUCCI Recommendation No. 2:

Nation-state governments should implement policies and procedures to provide timely
approval to authorized cable ships seeking permission to repair damaged undersea commu- 170
nication cables.9

Addressing India’s national interests—developing best practices
for repair permits
The Indian government has recognised the criticality of a reliable undersea cable net-
work to the Indian economy and security and has started a programme to review 175
the process of granting permits to cable repair ships. The initiative was developed
at a workshop held in New Delhi in April 2011, sponsored by the Federation of
Indian Chambers of Commerce and Industry (FICCI) and the EastWest Institute
(EWI) and attended by the Data Security Council of India, the Indian Department
of Telecommunications, the Indian National Security Council and telecommunications 180
companies in India that own undersea cables landing in India. The workshop was a
timely one; it was scheduled just after an international conference of the International
Cable Protection Committee (ICPC) held in Singapore. The ICPC joined hands with
the Centre for International Law at the National University of Singapore (CIL/NUS)
to collaborate to act on ROGUCCI Recommendation No. 2. The outcome of this 185
meeting was the publication of a set of voluntary best practices that could be con-
sidered by coastal states, cable owners and ship operators to improve the situation
regarding granting of repair vessel permits. India is now considering adopting this
guidance in developing a set of their own India-specific best practices. The lead agency
(Department of Telecommunications) has polled the telecommunications companies in 190
India for their input on process improvements.

The key best practices resulting from the ICPC/CIL Singapore 2011 meetings are
as follows.

Appoint lead agency. By appointing a lead agency to coordinate national policy
and activities on undersea cables, all aspects and agencies involved in the applica- 195
tion review, routing and approvals can be coordinated and monitored to ensure that
the application is acted on in a coordinated and timely manner. This also benefits the
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coastal state in that it ensures that the process is correctly followed, that conflicting
requirements by various agencies are eliminated and that the vessel, equipment and
crew meet all governmental requirements of national security, immigration, customs, 200
economics and safety and environment and no agency is overlooked. Electronic rout-
ing and use of a database can expedite and reduce the cost of the review process. This
will also increase efficiencies when vessels apply for renewals.

Full industry transparency. The vessel provider must do its part by providing all nec-
essary information on the vessel, vessel equipment, crew, and operating zones and 205
procedures in a timely and comprehensible fashion such that the government agencies
can act efficiently and rapidly. A common application template would benefit both the
vessel owner and the government agency. Daily reports provided by the vessel regard-
ing its position would address the security concerns of relating ‘identification’ noted
above. Cooperation during the permit application process ensures that the repair loca- 210
tion does not conflict with existing military assets, that the vessel does not contain
survey equipment that may detect sensitive infrastructure important for security, and
that none of the crew are a security risk.

Institute pre-approvals. So that repair vessels can be underway quickly (five days is
an initial target in India), it is imperative that all permits are in place prior to the time 215
of a cable fault. New vessels entering a maintenance agreement that will be repairing
cables within the TS of India should apply well in advance. The permit should be
renewed annually. This will result in a predictable and orderly process that will not need
to be repeated for each repair while also ensuring that a thorough review is conducted.
Conducting the Ministry of Defence and Ministry of Home Affairs reviews and the 220
naval inspections ahead of time will ensure that they are carried out systematically and
thoroughly. The process of obtaining visas should also not be overly complicated or
lengthy.

Exclusive Economic Zone process. India’s Maritime Zone Act 1976 and international
laws (UNCLOS 1982) define a 12 nm limit from the declared baseline as TS which 225
is to be treated as part of a nation’s sovereign territory. Subsequently, for any repair
within the TS, all permissions and approvals to ensure the security and economics of
the coastal state would apply and the repair vessel would be cleared through customs
and immigration at an Indian port before conducting the repair. However, if the repair
is being conducted outside of the TS, in the EEZ, there is no requirement for the vessel 230
to clear customs at an Indian port; the vessel could sail directly to the cable fault,
make the repair and then return to its home port, thus saving three to seven days in the
process. In addition, most coastal states request only that a Notice to Mariners (NTM)
be issued when working in the EEZ to note the location of the repair activity. In many
coastal states, an NTM is all that is required even in the TS. 235

Specific recommendations to streamline procedures and secure national interests
Cable repairs in India are performed by two to four dedicated vessels currently under
permission from the Ministry of Telecommunications, the Ministry of Defence, the
Ministry of Home Affairs, the navy, the director general of shipping and local port
control. 240
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Cable owners continue to emphasise the need for faster permissions and clearances
for repair vessels working in the TS, CZ, CS, and EEZ. Their experience has been
that Ministry of Home Affairs and Ministry of Defence permits can be pre-approved,
but repair vessels still require a director general shipping licence, naval clearance, and
importation of the vessel (if working in the TS), all of which increase the time and 245
expense of getting clearance for a vessel to conduct a repair.

Table 1 provides a summary of recommendations to be considered in order to
improve the existing permitting process.

While the use of in-country vessels benefits the Indian economy, the INSA (Indian
National Shipowners’ Association) clearance must be balanced by the need to restore 250
the telecommunications system, which has a much larger economic impact by compar-
ison. Also, since cable repairs require a specialised vessel with specific equipment, it
is unlikely that there will be an economic incentive to commit a local vessel to cable

Table 1. Summary of vessel permit recommendations for cable repairs.

Permit Agency Recommendation

RSEE Permit
(Research, Survey,
Exploration &
Exploitation)

MoD and Integrated
Headquarters of
MoD (Navy)

• Consider eliminating this requirement
since cable surveys are not considered
research, exploration or exploitation.

• Otherwise grant pre-approval and
applicable to TS only.

• Make valid for 1 year.
MHA Clearance (for

all personnel/crew
involved, or to be
involved, in the
project)

Ministry of Home
Affairs (MHA)

• Grant pre-approval and make applicable
to TS only.

• Combine with visa application.
• Use electronic national database.
• Not tied to specific vessel.
• Valid for 5 years.

Specified Period
License (SPL)

Director General
Shipping

• Grant pre-approval and make applicable
to TS only.

Prerequisite is MMD
port clearance and
Indian Registry of
Ships (IRS)

• Base approval on Classification Society
Certificate which ensures safety to
assets, personnel, and environment.

INSA Clearance Indian National
Shipowners
Association (INSA)

• Remove requirement for specialised
cable ships.

Naval Clearance Flag Officer Offshore
Defence Advisory
Group (FODAG)

• Grant pre-approval and make applicable
to TS only.

• Conduct inspection in vessel home port
if outside of India. The issue here is the
feasibility of FODAG to undertake such
an inspection and whether it be
conducted by the embassy or high
commission.

Crew Visa Immigration Office • Combine with MHA clearance in a
national database.

Vessel Importation Customs • Eliminate importation requirement for
cable repair ships due to critical nature
of telecom repairs.
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Table 2. Systematic coverage of India’s five security interests by available international best
practices.

Best Practicea
National
Security Immigration Customs Economy

Safety and
Environment

Lead Coordinating Agency Yes Yes Yes Yes Yes
Transparency of vessel

details and crew
Major

benefit
Major

benefit
Yes Yes Major benefit

Pre-approvals with
appropriate validity period

Yes Yes Yes Major
benefit

Yes

Repairs outside Territorial
Sea with notification only

Yes Yes Yes Major
benefit

Yes

Note: aRecommendations distilled from the ICPC/CIL 2011 workshop in Singapore.

repairs alone without other business opportunities for the vessel due to the large invest-
ment required for the ship and equipment. Thirdly, as there is currently no cabotage 255
legislation in India, this requirement should be re-evaluated in that light.10

Temporary vessel importation for work in the TS is perhaps the most onerous
requirement for cable installation or cable repair, significantly adding to the time and
cost of a cable repair operation. Currently, if the vessel is making the repair within
the TS, the vessel and contents are temporarily imported into the country by posting a 260
re-export bond that is 22 per cent of the vessel value (customs duty on goods). For a
variety of reasons, the bond is often drawn down and only a portion is paid back to the
importer of record. This results in a very costly repair and is a significant disincentive
for making repairs to cables in Indian waters. The economic benefit of the customs
duty is far offset by the economic loss of network outage throughout India. India must 265
consider waiving this duty in view of the greater economic cost of telecommunications
disruptions.

Table 2 demonstrates that the recommended permitting best practices address each
of the five distinct security interests.

Conclusion 270

This commentary highlights the vital importance of reliable and secure undersea com-
munications cables for India, the South Asia region and the world. The paper has
examined each of India’s five distinct security interests with regard to established
maritime zones. Each of these five areas has been addressed systematically with best
practices that, when implemented, have been proven in other countries to enable best- 275
in-class performance for the timely authorisation of special cable repair ships to enter
established maritime zones.

By considering the implementation of these key recommendations within the
framework of India’s maritime strategy, the Indian government can seize an oppor-
tunity to vastly improve the cable repair times and thus improve the availability of 280
its international connectivity. These best practices are immediately actionable and are
expected by industry experts to bring about a dramatic improvement in the autho-
risation process performance, reducing authorisation times from months to days.
In addition, improved timeliness of repairs will also reduce the risk of catastrophic
outages due to multiple faults. By streamlining what is now a lengthy and complex 285
process for obtaining cable repair ship permits, India will benefit in many ways.
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As India seeks to fulfil its vision to achieve her full potential for maritime security,
it is essential that its maritime strategy also include the new priority for the protection
and care of undersea cables. India needs a complete strategy in keeping with its rising
stature and reputation in the arena of human capital, technology and economy. 290

India is a developing country; ‘tomorrow’ is expected to be better than our ‘today’. We are
yet to build up or achieve our full potential. In the coming decade India can be expected to
establish herself as an acknowledged maritime power capable of exercising strategic maritime
influence.

– Freedom to Use the Seas: India’s Maritime Military Strategy (2007) 295
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